Due to environmental and resiliency benefits, distributed energy resources (DER) are a potential solution for meeting future electricity demand, but their integration into centralized power markets on the large scale is challenging. Many practitioners argue that blockchain technology can create new market structures for DER like local peer-topeer energy markets which foster renewable generation. To get an understanding of the status quo of the research on blockchain-based energy exchange, we conducted a systematic literature review on the existing academic articles and industry projects. This article describes the design and technical specifications of the first real blockchain-based electricity market in Switzerland derived from this literature review and outlines the implementation of this market in the real world. The findings provide valuable guidelines for the integration of DER into future sustainable energy markets.
Introduction
As the costs for decentral renewable energy sources (DER), such as wind and solar energy, have been falling considerably, DER have become key levers for transforming the electricity market from a vertical structure into a decentralized, bottom-up landscape and for providing a reliable and sustainable energy supply despite shrinking natural resources (Green and Newman 2017; Hentschel et al. 2018; Morstyn et al. 2018) . Together with the liberalization of the electricity market in many countries (Ketter et al. 2013; Vona and Nicolli 2014) , technical advances have spurred ambitions to create marketpaces in which renewable energy can be sold from peer to peer in recent years (Andoni et al. 2019; Mengelkamp et al. 2017 ). Out of the many opportunities for blockchain technology to create new sociotechnical systems and to enable the secure transfer of value, the facilitation of energy exchange is among the most societally relevant. Access to resources and energy security are some of the main public concerns threatening the well-being of our future society and the environment. Many scholars and entrepreneurs are convinced that the energy domain could strongly benefit from blockchain technology in the creation of new marketplaces for renewable energy, which may help to ensure future energy supply (Basden and Cottrell 2017; Kastrati and Weissbart 2016) . With the general hype of blockchain technology, blockchain-based electricity markets receive increasing attention at policy level (Kastrati and Weissbart 2016) and several start-up companies are putting efforts into creating blockchain solutions for the energy market (Basden and Cottrell 2017; Mengelkamp et al. 2017; Miller et al. 2017; Rivola et al. 2018 ).
Yet, the decentralization of the energy market is not driven by idealistic views or a technology hype, but for domain-specific, practical reasons. Due to environmental and resiliency benefits, distributed energy resources (DER) are gaining importance as the costs of solar and wind power systems decrease (Halu et al. 2016; Khalilpour and Vassallo 2015; Meeuw et al. 2018 ). However, the integration of those renewable energy sources into the existing power market has proven to be difficult. Today's power markets are strongly centralized and hierarchical: Utility providers manage electricity generation mostly from central plants according to the expected consumption ( Fig. 1, left) . Wind and solar power generation, in contrast, is geographically distributed, strongly dependent on local weather conditions, and cannot be simply switched on or off depending on the demand (Ramchurn et al. 2012) . Incorporating DER in the market thus increases the complexity of the optimization problem for utility providers and challenges their distribution networks that are not built for bi-directional electricity and information flow. These developments have led to a paradigm shift toward a more decentralized market and spurred ambitions to build peer-to-peer markets (P2P) in which owners of solar panels can sell their production to other consumers on the local low-voltage distribution system ( Fig. 1, right) . This puts small generation system operators in the focus and creates a competitive environment for distributed generation (Basden and Cottrell 2017) .
A decentralized market for DER requires the exchange of electricity between private parties, and blockchain technology is promoted as a suitable information technology to realize this vision. On a blockchain-based market, transactions can be settled without the mediation of a utility company or a financial institution (Mengelkamp et al. 2017) . Despite the ongoing hype around blockchain, many critics question the necessity or added value of employing blockchain technology in this context ("Why do you need a blockchain for this?"). Indeed, many existing publications are quite vague about the exact setup of their proposed systems, the market design choices, and in particular the value of the blockchain in this context. There is still little understanding of the economic impact and consumer engagement (Tiefenbeck 2017) in the sociotechnical systems and markets that are being created (Beck et al. 2017; Malinova 2016) .
Fig. 1
The electricity market is experiencing a shift to more distributed energy generation and an increasing share of prosumers supplying their own energy (2019), 2(Suppl 1): 11
This article makes two contributions to address this gap: First, we conduct a systematic literature review of both academic and non-academic research to provide an overview of the status quo of blockchain-based energy exchange. Second, based on that knowledge, our team has designed and implemented an instance of a blockchain-based market for solar energy in the real world, in a local municipality in Switzerland. This researchin-progress article presents the design of this system derived from the literature and gives an overview of the market mechanism employed and of the technical specifications. More generally, this article contributes to the design of future electricity markets and opportunities for blockchain technology in this sector.
Related work

Systematic literature review
To get an understanding of the status quo of the research on blockchain-based energy exchange, we conducted a systematic literature review on the relevant academic articles as well as the industry projects in the sector. As for the academic literature, we conducted a broad search on Google Scholar and Web of Science as well as a forward and backward search using Google Scholar, in the Spring of 2018. For the keyword search we used the terms "blockchain renewable energy", "blockchain microgrid", and "blockchain electricity trading". While the keyword search on the Web of Science resulted in 22 hits, the Google Scholar search produced over 2000 hits. As suggested by Schlegel et al. (2018) , for each of the search terms, only the first 50 results were retained for further analysis to be able to handle the number of results produced by the search engine. We removed duplicates from these results and selected the most relevant articles by reviewing the abstract for relevance to the topic. Filtering for top-ranked outlets (as suggested for example by Notheisen et al. (2017) and Schlegel et al. (2018) ) was not done, as this would have excluded most articles due to the very novelty of the area (and given the long duration of publication cycles of many top-ranked outlets). We then pursued with a forward and backward search for the articles retained (Webster and Watson 2002) . In the results of the forward and backward search, we scanned again the outlets and abstracts for relevance and selected only the articles that also described peer-to-peer energy exchange. In selecting relevant articles, we explicitly excluded articles examining the energy consumption of different blockchain protocols and their consensus mechanisms, of which many appeared as hits of searches related to blockchain and energy, as these topics are beyond the core of our research scope. The final set of articles retained contained ten articles; Table 1 presents the results.
Beyond the academic research, numerous startups and established businesses are investing in blockchain projects. Multiple companies are currently trying to create decentralized exchanges for electricity using blockchain, some of them in close cooperation with academic scholars (LO3 Energy 2017; Rivola et al. 2018) . Given the early stage of the technology, the picture of the status quo of the blockchain use case would be incomplete if we were to focus on academic publications alone, as information on many existing projects so far has only been published in industry whitepapers. Therefore, we also conducted an extensive research on industry projects on blockchain-based peer-topeer exchange of electricity. To that end, we went through the list of companies described in two industry guides on blockchain for the energy sector by Montemayor et al. (2018) and Hasse et al. (2016) and from related posts on the publishing platform Medium.com, which is very popular in the blockchain community. We searched for whitepapers from those companies that describe a planned ecosystem or prototype.
Results of the literature review
Tables 1 and 2 provide an overview of the identified relevant articles on peer-to-peer energy exchange using blockchain technology, summarizing the project setting and basic idea described. A key difference to other domains is the early stage of the research field. Most articles either focus on the practical reasoning for a decentralized electricity market, or provide a technical description of a planned system (Kang et al. 2017 ). Yet, the connection of the two, i.e. a link between technical feasibility and implied practical value to the electricity market, is missing. Most of the articles merely describe a proof of concept that focuses on the technical feasibility of electricity trading, ignoring economic considerations or user-related aspects of creating a novel energy market. Similarly, the whitepapers identified mostly contain conceptual descriptions; in fact, at the time the review was conducted, only a single white paper described a system actually deployed in the field: The Brooklyn Microgrid, the first running exchange in which locally produced power from solar systems is sold within a neighborhood in Brooklyn. It is operated by the company LO3, which has also started to work on other pilot regions in which they implement their exchange platform. The setup of the Brooklyn Microgrid is also documented in the academic literature (Mengelkamp et al. 2017 ).
Most of the articles reviewed study a mediated and not a bilateral market for the energy exchange. In mediated markets, a market mechanism matches demand and supply on the market as a "virtual" mediator to aggregate information and to define prices. Some of the academic articles (Table 1 ) name or describe in detail the auction which instantiates the market mechanism, whereas most of the projects presented in whitepapers ( Table 2) merely state that various market mechanisms can be implemented on their envisioned Table 1 that present a proof of concept or a running prototype, most of the systems are based on private blockchains, while the majority of companies (Table 2) use the public Ethereum blockchain, in most cases in combination with a payment channel solution. The market mechanism is (or can be) implemented in smart contracts on custom blockchain protocols or on the Ethereum protocol. Most of the industry whitepapers define specific tokens, for which they define different proliferation or reward schemes. Overall, both academic and industry research on decentralized energy exchange enabled by blockchain technology is still in its infancy. The academic articles identified in the literature review present a conceptual case study or a proof of concept without empirical data, mostly focusing of a few selected aspects of the system as a whole. While start-ups in particular were quick to publish whitepapers and conceptual ideas, the majority of those articles provide only vague explanations on the economic viability or the market design. The academic publications we identified give a more refined view of the economic implications of the created peer-to-peer markets; nevertheless, most of the research is still conceptual or based on small simulations. The actual implementation and design of a viable marketplace seems to be more difficult. The early stage of research on blockchain-based markets also becomes apparent when analyzing the arguments brought forward for the use of blockchain technology in the relevant articles identified. The omnipresent and important question of why a blockchain is needed remains mostly unanswered, as many of the benefits of a blockchain system pointed out are of tautological nature such as "trustless" verification or "secure exchange" (Miller et al. 2017; Aitzhan and Svetinovic 2018) and are not put into context of the electricity use case. Many articles merely reproduce generic, unspecific arguments commonly used in the promotion of blockchain technology (Avital et al. 2016) . Empirical evidence on the created benefits or arising issues is simply still missing, as most of the identified literature presents conceptual ideas or proofs-of-concept which run in an isolated lab setting.
Field implementation
To increase empirical knowledge on peer-to-peer energy markets and the benefits of blockchain technology for this application context, our research group has taken an explorative approach and implemented a real-world prototype in the field. We have implemented the first blockchain-based microgrid for solar exchange in Switzerland in order to derive implications for the future design of local markets for renewable energy. Since the start of a test phase in December 2018, the field study has been running in a town in Switzerland with 37 participating households (in which 75 smart meters were installed). Participating households were recruited in cooperation with the local utility provider, and may thus be subject to volunteer selection bias . The majority of these participating households are prosumers, i.e. they own their own solar panel, and they can now trade their solar energy with other participants using the blockchain system. For the study duration of one year, participants of the pilot project are charged for their electricity according to the outcomes of the local market. The local utility provider serves as back up securing energy balance in the microgrid at all times. As the existing literature on blockchain-based energy exchange provided little details on appropriate allocation and pricing rules for matching supply and demand on the local market, we drew on economic theory of market design taking into account the specific requirements of the energy domain. Likewise, the distributed software system was designed to meet these requirements in the best possible manner. In the following, we present the market design selected and the technical implementation in detail. This description partially corresponds to our ArXiv preprint (Ableitner et al. 2019) .
Market design
In order to create a successful peer-to-peer market for electricity in line with the overall objective of promoting sustainability, there should be incentives for local consumption of locally generated electricity. Consequently, prices should reflect the local availability of renewable electricity. The market design describes the way in which prices are determined and local electricity is distributed within the community and should be defined with the aim to meet these overall project goals (Ketter et al. 2013) .
The importance of an appropriate market design for electricity distribution is illustrated by the infamous example of the breakdown of the California electricity market in 2001, which caused unforeseen price jumps and even led to outages (Borenstein et al. 2002) . In general, there are two alternatives for determining prices and the allocation of electricity: a) Running an algorithm which calculates prices relative to the availability of local resources and distributes the available energy randomly to the community members; b) Running an auction mechanism that allows the participants to state price limits for which they are willing to buy or sell electricity with-in the local grid. Most existing electricity markets are governed by auction mechanisms, and are also suggested in the identified literature on blockchain-based electricity trading (Ketter et al. 2013; Rosen and Madlener 2013) . That means that participants express their preferences in bids which contain a price and a commodity or quantity of commodities they wish to buy. All bids are collected in an order book and at distinct times, these orders are matched to form trades between the participants according to specific auction rules. These auction rules have a strategic impact on the incentives market participants face when formulating their bids in order to maximize the expected benefits (Klemperer 2002) . There are numerous research studies on auction mechanisms and their implications for economic efficiency and price development (Rosen and Madlener 2013; Fabra et al. 2002) . However, those existing markets are wholesale markets, in which professional firms interact and not private households, as is the case in a peer-to-peer energy market. It is a fundamental shift that households, which are currently merely price-takers in a retail market, change their roles to active prosumers and consumers who influence electricity sourcing themselves.
Based on the related literature (Mengelkamp et al. 2017; Wang et al. 2017; Rassenti et al. 2003) , we have identified a double auction with discriminative pricing as the most suitable market mechanism for electricity exchange. The smart meters of both consumers and prosumers send bids containing the price limit determined by the individual household and the electricity demand or supply measured by the smart meters. An order book collects all bids during an interval of 15 min and orders them by price. After this period, orders are matched accordingly and the resulting trade is priced at the mid point of these two bids. Discriminative pricing thus means that for each trade, the price for each trade is derived individuall as the mean between the respective buyer's and seller's price bid. This auction is run iteratively every 15 min, which means that the market is cleared and trades are allocated in this frequency.
A key decision for the market design in this domain was to create an auction in which all participants have the possibility to influence the prices for which they buy or sell electricity. While we do not expect participants to adapt their prices regularly in the long run, we do believe this is a unique chance to elicit price preferences for local, renewable energy from individuals in a real setting. To date, some survey-based studies have elicited individuals' willingness to pay for green or local electricity or assessed their intention to invest in renewable energies (Ecker et al. 2018; Tabi et al. 2014 ). Yet, to the best of our knowledge, this is the first study that allows individuals to actually influence the true prices they will pay.
We have deployed the double auction on the application level of the blockchain system which will be described in the following section. The double auction was implemented in TypeScript and is integrated into the blockchain platform. The implementation integrates the local utility company in the market by assigning all excess bids which cannot be filled with local supply or demand to the utility provider at existing tariffs, to secure energy balance at all times. The auction algorithm is run automatically every 15 min to clear the market. To enable users to set their desired limit prices for the auction, we have implemented a price slider in a web application we have created for this project which will be discussed in further articles.
System architecture
To ensure mutual validation of the correctness of transactions, computation, and auction settlement, we chose a decentralized blockchain-based approach. Consensus over the current state of the system is negotiated between the validating nodes using the Tendermint consensus protocol (Tendermint). The Tendermint consensus protocol allows for high adaptability due to its Application Blockchain Interface (ABCI) universally available to any programming language. In addition, Tendermint offers a high amount of flexibility and customizability in order to adjust to particular application requirements such as: the reduction of communication, creation of empty blocks, and time delay between blocks.
The availability of the platform and its applications is vital to its operation: A centralized platform architecture requires a permanently available server. In contrast, the Byzantinefault-tolerance property of the Tendermint protocol increases the resiliency of the system and allows nodes to continue safe operation as long as less than 2/3 of the nodes are offline or malicious. Fault tolerant behavior is especially useful for nodes that control flexible assets, which in turn may be used in the future to curtail solar energy or demand peaks to reduce loads and over-voltages in the distribution grid.
The permissioned blockchain network consists of three different types of participants: The core of the platform are the validator nodes (full nodes), which are represented by the producers and the utility company. The user base is represented by consumer nodes, which are clients (light nodes) of the producers, who delegate their trust to the validators and do not propose new blocks on their own. The authority to create and sign new blocks within the proof-of-stake consensus mechanism of the platform is assigned to the prosumer participants and the utility company. The decision to trust prosumers in the systems is based on the rationale that they have already made an investment in the system (in the form of a PV system). While the current distribution of voting power is equal for every active validating node, future enhancements of the platform include an active staking mechanism to incorporate solar investment size while maintaining a valid equilibrium between the nodes. Overall, our system thus comprises of 75 nodes installed on the 75 smart meters in the field. The market application is built as a smart contract on top of the Tendermint blockchain. The functionality of the system can be split up into four main parts (a graphical illustration of the system architecture is provided in (Ableitner et al. 2019) ):
• Data Acquisition: Smart meter and read-out application • Data Management: Agent and client application to process acquired data, issue transactions and manage signatures • Data Processing: Full / light node for execution and validation of platform applications and subscription to updates • Data Provision: Making data available for applications and user interfaces Data Acquisition Even though data acquisition is separate from the blockchain-based functionality, it is part of the chain of trust. Measured data is the basis for settlements in the market application. In addition to being responsible for the data acquisition, the smart meters (Smart-Pis) host the P2P market application (i.e. the market application runs on the smart meter) as well as the Data Management and Processing functionalities of the platform.
Data Management The management of actions, such as sending out buy or sell orders or updating price preferences based on the acquired data, is handled by the agent software module. This module performs the coordination of actions on the end-users' side of the system. While synchronizing with the blockchain and its regularly published blocks, this module contains information about the user's preferences, such as sell and buy prices, and follows a strategy according to its collected information. The module issues buy or sell orders based on the current consumption and production, which are the inputs to the market mechanism. Transactions include the sender's public key as well the sender's address, similar to values typically found in blockchain transactions. By using the SHA256 hash of a user's public key as an address, we enable transactions to have a unique identifier while preserving pseudonymous privacy of users.
Data Processing Blocks are created periodically. Checking all blocks via the block handler -a self-triggered mechanism within the platform -allows for automated actions (e.g. periodic clearing) as required by the market application. Incoming transactions are processed by the transaction handler according to their receiver and payload. When verifying the validity of a transaction, the nodes deserialize its content, derive the address from its contained public key, and compare it with the given address. According to the receiver address and the data contained in the payload field of the transaction, the transaction handler forwards the information to the respective handlers of the application modules. In the case of the market application, the arrival of a transaction containing a buy or sell order triggers the addition of a new bid.
Data Provision In order to offer services to the end-users, such as comprehensible information about consumption and production via external applications, a block explorer is available and provides a queryable API to the system to access transactions, trades and payments.
Prior to the field deployment of the system, all system components were tested extensively in the lab to ensure reliable communication and validity of the collected data. The rollout of the Smart-Pis required more coordination with external service providers than anticipated. Eventually, the team succeeded thanks to the modern existing infrastructure and the support of the local utility company, and by involving additional service providers for internet communication and smart meter billing services. Furthermore, the infrastructure described above was deployed in parallel to the households' existing smart meters. The redundancy in the infrastructure allows regular validity checks of the measurement data. Since the deployment of the system, both automated and manual checks are performed on a regular basis to ensure the reliability of the system and validity of the data collected.
Conclusion & next steps
The electricity sector is currently undergoing a paradigm shift that involves the integration of an increasing share of volatile renewable energies and a decentralization of power markets. High hopes are put in blockchain technology as one solution to enable the decentralization of the energy market by facilitating the exchange of electricity directly between individual producers of renewable energy and consumers (Basden and Cottrell 2017; Hasse et al. 2016; Kastrati and Weissbart 2016; Morstyn et al. 2018 ).
However, the results of our literature review (covering both academic and industry research) lead us to the conclusion that except for few exceptions, most projects are still far from implementing a system in the field. The results indicate that most articles describe conceptual studies or a proof of concept and that empirical data from the field is still missing. Moreover, most articles only touch upon the economic implications of the created peer-to-peer market on a very high level, lacking a solid explanation of the added value blockchain technology brings to the system as a whole. This is due to the fact that most projects are at a stage in which they only present concepts or develop first proofs of concept in the lab, but are not yet rolling out solutions in the field with human participants.
In this research-in-progress article, we present the first field study on a blockchainbased electricity market in Switzerland. We contribute to the knowledge on blockchain technology in the energy by presenting the system design and background on existing projects on blockchain-based electricity markets. We developed and implemented a realworld prototype of a decentralized energy market in the field. This market will be running for the duration of one year (until the end of 2019), and we will analyze and evaluate the resulting data to evaluate the system design, market efficiency and performance of the blockchain system in the field. With the system presented here, we will generate empirical data in a real blockchain-based electricity market, thus providing scientific evidence gathered in the field on this topic. There is vast potential for further research regarding the examination of the technical system design and its interplay with the economics of decentralized markets in detail. These efforts will be valuable in order to create successful peer-to-peer energy markets, to advance the decentralization of the electricity market on a large scale, and ultimately, to secure a reliable, affordable, and sustainable electricity supply in the future.
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